Appendix A Scales, Items, and Definitions

Concern (Adapted from
Anchors 1 = Not At All Concerned, 7 = Very Concerned Some experts have warned that hackers may try to cripple major American businesses or the government by breaking into their computers, or by using home computers to attack other computers using the Internet. How concerned are you that hackers might…? • Harm American corporations or the government by breaking into their computers • Break into home computers and use them to attack computers owned by American corporations or the government • Break into your home computer and use your e-mail account to send spam to others • Use home computers to spread a virus over the Internet that harms other computers • Steal or change data stored on your computer • Gain access to your personal financial information • Gain access to your personal health/medical information • Gain access to other personal data (such as family photos, hobby information, shopping preferences and/or school data) Security Behavior Self-Efficacy (Adapted from Taylor and Todd 1995) Anchors 1 = Not at all Sure, 7 = Very Confident For the following questions, security measures are individual actions such as running and updating antivirus software, keeping passwords secure, running a firewall when necessary, etc. Indicate the degree to which you agree or disagree with the following statements: • I feel comfortable taking measures to secure my primary home computer • I feel comfortable taking security measures to limit the threat to other people and the Internet in general.
• Taking the necessary security measures is entirely under my control • I have the resources and the knowledge to take the necessary security measures • Taking the necessary security measures is easy
Perceived Citizen Efficacy (Adapted from Ellen and Wiener 1991; Ho 1998; Obermiller 1995 
Appendix B Common Method Bias Analysis
In an effort to limit the susceptibility of the study to common methods bias, we provided contextual information and definitions to potentially ambiguous or unfamiliar terms within the survey. In addition, as suggested by Podsakoff et al. (2003) , at the beginning of the online survey, the respondents read a statement informing them that there are no right or wrong answers to the questions and that they should respond as honestly as possible. Their anonymity was assured as no identifying information was gathered as part of the survey. We also conducted statistical tests to assess potential common methods bias in our results. First, as discussed by Podsakoff et al., we performed an exploratory factor analysis which yielded 10 separate factors (consistent with the number of constructs in the model). No single factor explains the majority of covariance among the measures, indicating that common method biases do not present a significant problem with the data. Second, following Podsakoff et al. and Williams et al. (2003) , we included a common method factor in our PLS model in a manner consistent with Liang et al. (2007) . As shown below, the results indicate that the average variance explained by the substantive indicators is .768 while the average methodbased variance is .011. Given the small magnitude of the method variance, we conclude that method bias is not a threat for this study.
Construct Indicator
Substantive Factor Loading (R1) R1 Appendix C
Method Factor Loading (R2) R2
Psychometric Properties of Measurement Scales for Study 1
The composite reliability scores for the reflective constructs shown in Table C1 indicate the scales used meet the generally accepted .70 or greater guideline. A comparison of interconstruct correlations and average variance extracted (shaded diagonal), also provided in Table C1 , indicate that the reflective constructs demonstrate convergent and discriminate validity as all constructs share more variance with their own indicators than with those of other constructs. A confirmatory factor analysis (CFA) performed in PLS suggests convergent and discriminant validity of the scales (Table C2) . Although there are some correlations that exceed 0.5, as noted by Gefen and Straub (2005) , the fact that items load much higher on their constructs satisfactorily demonstrates convergent and discriminant validity. Loadings produced in PLS are commonly higher than in a principal component analysis (Gefen and Straub 2005) ; therefore, we also conducted a principal component analysis (PCA) on the data in SPSS. While the results of this analysis show marginally lower loadings of all items on their appropriate factors, all except two exceed .7 and there are no cross loadings above .4 (Table C3 ). The two lower loadings shown on the PCA analysis may reflect an artifact of the mixed positive and negative item wording within the perceived citizen effectiveness scale, which contains two reverse coded items (Deemer and Minke 1999) . These differences in loadings between factor analysis methods are consistent with comparisons conducted by Gefen and Straub. Collectively, these tests confirm satisfactory validity of the reflective scales.
As recommended by Petter et al. (2007) , when assessing the validity of formative constructs using a component based SEM such as PLS, the model weights should be examined. Table C4 presents the item weights and t-statistics for the items comprising the concern formative construct. Five of the eight items are significant. To maintain content validity, the three nonsignificant items are retained for subsequent analysis (Petter et al. 2007 ). To assess discriminant validity of the formative scale and further examine its convergent validity we adopted an approach similar to that used by Loch et al. (2003) , which is based on a variation of Campbell and Fiske's (1959) multitrait-multimethod analysis. We multiplied each of the concern item values by their individual PLS weights and summed them up to obtain a composite score for the concern construct, which is consistent with Bagozzi and Fornell (1982) . Using the weighted item scores and the composite scores, we ran inter-item correlations and item-to-construct correlations to create a matrix of these values shown in Table C5 .
To assess discriminant validity, we included the items and construct scores for two additional constructs, perceived citizen effectiveness and self-efficacy, in the correlation matrix. Inter-item and item-to-construct correlations should demonstrate a stronger correlation to each other than to measures of other constructs. The inter-item correlations and the item-to-construct correlations for the concern construct are all significant at the .01 level suggesting convergent validity of the instrument. With the exception of the Conc8 item correlation with the composite concern variable, all of the correlations within the concern construct are higher than the correlations between the concern items and any of the self-efficacy and perceived citizen effectiveness items or related construct scores, which is persuasive evidence for overall discriminant validity of the concern formative measure. The Conc8 exception suggests that this item is not as strong as the other measures of concern as it appears to correlate with two of the perceived citizen effectiveness items. It does, however, have a stronger correlation with the composite concern variable than it does to the perceived citizen effectiveness construct score. 
Appendix D Operationalization of Survey and Experiment
Definitions Provided to Survey Respondents and Experiment Subjects
• Security violations include threats such as virus attacks and/or unauthorized access to data by hackers.
• Cybersecurity is a general term indicating the safety and health of the Internet including the computers, communication lines, programs and data that enable and support the Internet.
• Security measures are individual actions such as running and updating antivirus software, keeping passwords secure, running a firewall when necessary, and exercising care when opening e-mail attachments. 
Experimental Website Conditions
Appendix E Manipulation Check Items
Manipulation Checks: Self-View While you were reviewing the website about the security issue and becoming a conscientious cybercitizen, please describe the extent to which: You thought about yourself Not at all 1 -2 -3 -4 -5 -6 -7 A lot Your thoughts about the security issue were focused on just yourself Not at all 1 -2 -3 -4 -5 -6 -7 A lot Your thoughts were focused on just you Not at all 1 -2 -3 -4 -5 -6 -7 A lot You thought about other users of the Internet Not at all 1 -2 -3 -4 -5 -6 -7 A lot Your thoughts about the security issue were focused on other users of the Internet Not at all 1 -2 -3 -4 -5 -6 -7 A lot Your thoughts were focused on other users of the Internet Not at all 1 -2 -3 -4 -5 -6 -7 A lot
Manipulation Checks: Goal Frame
While you were reviewing the website about the security issue and becoming a conscientious cybercitizen, please describe the extent to which you agree or disagree with the following statements:
The website made me think about the benefits of following recommended security behaviors Strongly Disagree 1 -2 -3 -4 -5 -6 -7 Strongly Agree The website made me think about the benefits of a secure Internet environment Strongly Disagree 1 -2 -3 -4 -5 -6 -7 Strongly Agree The website made me think about the consequences of security violations Strongly Disagree 1 -2 -3 -4 -5 -6 -7 Strongly Agree The website made me think about the consequences of not performing the recommended security behaviors Strongly Disagree 1 -2 -3 -4 -5 -6 -7 Strongly Agree 
Appendix F Psychometric Properties of Measurement Scales for Study 2
Appendix G Interaction Graphs and Table of Means for Study 2 Outcome Variables
The independent self view condition is coded 1 (interdependent is 2). 
Appendix H Rationale for Research Approach and Future Research Opportunities
In this appendix, we provide a brief rationale for the selected research approach, as well as suggest directions in which the studies reported here could be extended.
Our overarching goal in this research was to broadly understand the phenomenon of individual security motivations including whether and how they may be influenced, while simultaneously balancing the demands of rigor and relevance. Numerous scholars have commented on the issue of relevance in information systems research (Benbasat and Zmud 1999; Davenport and Markus 1999; Klein et al. 2006; Roseman and Vessey 2008; Senn 1998) . Some have adopted the stance that it is difficult to simultaneously achieve rigor and relevance with a study (see, for example, Davenport and Markus 1999) while others have proposed solutions for improving the degree of relevance in IS research (Benbasat and Zmud 1999; Roseman and Vessey 2008) . Our solution here was to combine scientific rigor with practical relevance using a two-phased, multimethod research program consistent with Senn's (1998) recommendation to focus "on a continuing series of efforts using a mix of methods" to ensure relevance in IS research.
While there are theoretical contributions made as a result of both studies 1 and 2, the individual security motivation model which we build and test in study 1 represents the major theoretical contribution of this paper. However, in isolation, the findings from study 1 fall short of providing the concrete recommendations and guidance to make the findings relevant for practice (Klein et al. 2006 ). Thus, we designed the experiment conducted as study 2 based on the findings of the survey conducted in study 1. The experimental setting we chose for study 2 provides the control necessary to establish causality and more definitive guidelines regarding how to influence the factors identified as important in forming security behavior.
Future Directions
Behavioral aspects of security are understudied in the information systems literature and, in addition to the work suggested by the theoretical implications of the two studies, several opportunities for fruitful future research remain. One interesting area for research would be to examine why some people feel more of a sense of ownership toward the Internet than others. Perhaps national culture has some explanatory power here, or individual demographic characteristics. It may also be the case that an individual's dependence on the Internet for social support is influential in determining how much he/she feels a sense of ownership.
A second recommended area of future research would be to further explore the differences in behavior between employees and home users. Do people behave differently at work than at home with regard to security measures? It would be interesting to conduct research to assess whether an employee's level within the organization has any impact on security behavior. One might suspect that psychological ownership toward company data, computers and technical infrastructure is greater for employees higher up in the organization's hierarchy.
Future research could examine the various forms of media and their effectiveness at increasing the desired security behavior. Still other studies could focus on identifying potential moderators to our model, including determining the role of habit (Kim et al. 2005 ) and events or responses that result in a false sense of security (Kahn and Luce 2006 ). An understanding of the types of behavioral responses people have may also inform organizations regarding the type of awareness and training required to change these behaviors.
